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You might have heard about cases of Signal messages
being recovered, even after they have ‘disappeared’ off
the app. This has affected activists on trial in both the
UKand US.

The curious case of
the disappearing messages...

This zine will take you through steps to understand how
this could happen, and things you can do to better pro-
tect your messages. I



How does Signal work?
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can we verify these claims?

we can never be 100% certain! But here’s the info
we do have:

Signal runs on an open source code, that is pub-
lished online. This means independent members
of the public can inspect its code to verify
Signal’s claims about its software. There is an
active community of independent researchers and
security audit firms that are doing just this.

No (publicly available) evidence from subpoenas
of Signal has shown the content of messages being
handed over, even when requested. This would sug-—
gest Signal actually does not possess that data,
as it would be legally obliged to hand it over

Lrif it did.




Signal publishes government requests for its data online at
https://signal.org/bigbrother/
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In conclusion: Signal can hand over some limited informa-
tion, like the date your account was created, or the last time
you accessed it. But if you have been presented with mes-
sages that have disappeared off your app, this is likely to be
using other techniques...READ ON 4




Forensic extraction software tools (see
pg.16 for more details) can retrieve
some of your ‘disappeared’” messages

A'A by going into the database of notifica-
tions on your phone.
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Apple claims that it has fixed this issue for
iPhone 11 and later, soO that there is ‘improved

Note that we don’t know what
so it’'s better to remain

data redaction’.
‘improved’ means, _ .
cautious about notification previews!

0 On the Signal app, tap your
Profile @ > Notifications > Show

0 Select: ‘No name or message’

You’re done! This will prevent
any previews or details of the
sender showing in your notifi-
cation previews, preventing it
from being stored in any local
storage on your phone!

AGTION POINT:

DATA SAFE



0GAL STORAGE
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When something is ‘deleted’ from your phone, it
doesn’t immediately disappear.

It is marked by your device as ‘data that’s ok
to overwrite’,

As new data comes in
it will overwrite the
is it truly ‘gone’

(photos, messages, apps),
deleted data. Only then
from your device.

The likelihood of be

ing able to recover deleted
data from a device a

11 depends on the capabili-
ties of the forensic extraction software, plus
the level of encryption (i.e. protection) you
have as a defence against it.
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vour lock screen is the front
door to your phone: your first
defence against extraction
techniques. Think about the fol-
It uses Signal servers but it lowing princip'lesforgood pass-
encrypts the local database word defence:

of your messages with a

passkey. It is also better at

overwriting/shredding of the
data that’s been deleted

0 Long password containing
letters and numbers

0 Practice quickly activating
‘Lockdown mode’ to tempo-
rarily turn off biometrics

K\ (or don't use biometrics at
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an extra layer of protec-
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to getinto your phone.
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0 Look for settings on your
phone such as erase all data
after 10 failed attempts
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Laptops: &8 Bitlocker for Microsoft/ LU KS2 for Linux

Note that on Windows the encryption
key is often stored online in your
Microsoft account, which could be

l \ accessed e.g. by law enforcement or
hacking




Th'ere arearange of free +
paid Options availaple,

e.g. Extirpater a

Note that frequently
Overwriting may
degrade the lifespan
of your phone.

Think: Encryption
Before Deletion




Activists’ and organisers’ devices are increasingly being
targeted by law enforcement. Here’s some useful things to
know if you get arrested or raided:

The police may threaten to serve you with a Section 49 RIPA
notice (Regulation on the Investigatory Powers Act), which
would legally obligate you to hand over your password.

This can sound scary! But until they officially serve you that

notice, you do not have any obligation to hand over your
password.
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FORENSIG
EXTRACTION TOOLS

B.e_aware: The police are increasingly using
dlgljcal forensics tools to get into activists’
dev!ces. ‘Digital forensics/extraction tools’
baS|caII_y means a type of technology that
can getinto adevice, bypassing passwords
and even encryption. Thatis why itis soim-
portant to secure your phone and laptops!
GRAYSHIFT: Gr

In the UK, there are two maj i
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digital forensics tools to police forces: Wigﬁ E;mpjny on merg;:_d
nadian com
pany
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world. It has many different foren51c S0 (ﬁa'ver—
offerings, put its main tool_ls the QFEDd n1What
sal Forensics Extraction Device)- which does

it says on the tin.
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also provides services to ICE and pri;on agencies
government in Myanmar,

in the U.S., the military ! d to human A
as well as many other regimes Linke o Further support: Check out the Digital Security Helpline run
rights abuses: by Access Now, which provides support and advice for ac-
\ tivists who need to secure their digital devices against in-
creasingly invasive technologies and surveillance tactics.



MAKING YOUR OWN /5%

SECURITY MANIFESTO

Mainstream framings of security often rely on practices
of policing and surveillance; whether that’s top-down
from institutions in power, or encouraging us to police
and spy on each other. We can do better. We can build
a culture that is based on collective safety rather than
security logic, where we care for each other instead of
policing each other.
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Safety in our organising isn’t something we
can achieve by downloading an app, or chang-
ing one behaviour. If we want to extract
ourselves from this system, we have to do it

together, one step at a time. N
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ACTIVITY

Gather with your friends, comrades, and communities you or-
ganise with. Think about practices or skills that would make
you feel safer in your organising. Come up with 3 principles for
collective safety, and 3 action points for getting there. Below
are a few suggestions to get you started!
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Image 1 (pg 5)
ogglog (flickr)
Attribution-NonCommercial-ShareAlike 2.0 Generic
(image cropped)

Image 2 (pg 13)
“Internet ndo é tudo, saia de casa” by Marco Gomes is
licensed under CC BY 2.0.

Image 3 (pg 14)
“CCTV Heads - dxbase” by Joffley is licensed under CC BY-
NC-SA 2.0.

This handbook was produced in June 2026, as part
of the Bertha Challenge Fellowship. It is the first
in a series of resources investigating how tech-
nology is being used against activists in the UK
and beyond, and supporting security knowledge for
movement groups and organisers.
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